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In our globalized world, as a result of the rapid development of technology, significant social 
changes are underway nowadays. Thanks to the info-communication revolution, the 
boundaries between the offline and online world are blurring, thus the Internet enmeshes our 
everyday lives along with all its advantages and pitfalls. According to recent Hungarian 
research, instead of television, the Internet became the most important medium among youth 
between the age of 15-29, and most of these young people also have smartphones.2 Therefore, 
the virtual world offers countless possibilities to them in their private and professional lives, 
but besides these benefits, several pitfalls fine-tune the whole picture. One of these pitfalls is 
cyberbullying, which represents an everyday problem for students worldwide. However, this 
article focuses on school bullying in public education, under the age of eighteen, with 
particular attention to cyberbullying. Since bullying is not a new issue, but its online type 
requires different intervention techniques and new skills. Bullying as a social phenomenon 
exists since the first school was established,3 and it is present nowadays. Peers are teasing and 
mocking each other’s weaknesses.4 Aggressive conduct, which is harmful, harassing, repeated 
and causes power imbalance between the subjects.5 Another definition provides that „bullying 
is a repeated and intensive, abusive conduct, which causes damage or harm, and a group or a 
person attempts to create or abolish power imbalance over another group or person, and to 
protect and maintain such changed power position.”6 Bullying, of course, is not just a school 
phenomenon, workplace bullying (mobbing) became part of it over time. However, the 
present paper is focusing on the educational environment. As we can see above, bullying has 
several definitions, so an exact worldwide accepted concept is lacking, only key elements 
were identified. Therefore, the new, technology-induced form of bullying, namely 
cyberbullying is also without a generally acknowledged definition. Consequently, a complex 
concept is required to identify cyberbullying conduct in a consistent manner and tackle this 
phenomenon. 
Therefore, I established a complex definition, which took into due consideration the academic 
literature, legislation, and jurisprudence approach as well. Below, I will briefly introduce 
these aspects, with particular attention to the legislative standpoints and the academic point of 
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view. Since the academic literature created countless cyberbullying definitions, only a few 
will be discussed in this paper,7 and the deeper analysis focuses on the most prevalent 
legislative elements in the US state legislation. 
 
I. Key elements of a cyberbullying definition from a legislative perspective 
 
The present research aimed to find the most crucial elements of a legislative definition for 
cyberbullying. In order to achieve this goal, I examined the US legal system, since the most 
developed jurisprudence and academic writing regarding cyberbullying can be found there. 
Therefore, every state anti-bullying laws and bills were researched to identify the legislative 
key elements. As a result, 27 out 50 explicitly referred to the term “cyberbullying”, noting 
that Hawaii only mentioned cyberbullying, but did not define it at state law level. 8,9 Note that 
the sole research objective was to find the most important elements of a legislative definition 
of cyberbullying in order to help future Hungarian legislation. Taking into consideration that 
every state in the US has already adopted anti-bullying laws, the state bullying laws in the US 
are possible good examples to be followed. Moreover, in the course of the research, those 
bills were also examined, which did not become law, but contained additional elements of the 
current definition in the law of the given state. As a starting point the table of the Co-
Directors of Cyberbullying Research Center, Sameer Hinduja and Justin W. Patchin, were 
used.10 They have been studying cyberbullying since 2002 and the Research Center was 
established in 2005.11 In accordance with the Hinduja-Patchin review, the paper focused only 
on those laws, which include the term „cyberbullying” expresssis verbis. However, their 
research suggests that 48 states adopted such a law that includes cyberbullying or online 
harassment. Unfortunately, this approach cannot be applicable in this paper’s approach, since 
online harassment and cyberbullying are not synonyms either in the US or in Hungary. The 
Justice Department published a “Dear Colleague letter” to raise awareness of the difference 
between these two concepts. Harassment is a federal crime, but bullying, in general, is not a 
crime in most states, and definitely not illegal at federal level.12 Therefore, the research 
required to visit each state legislature’s website and explore the existing cyberbullying 
definitions and identify its elements. Such cluster-analysis led to the results, which shows that 
27 US states have expressed cyberbullying definition at legislative level, contrary to the 
Patchin-Hinduja results (48 states). Although, it shall be mentioned that some states include 
the electronic way to commit bullying, and that could be evaluated as a cyberbullying 
concept. In order to understand the different research approaches, we need to clarify the 
standpoints of academia. The members of the academic world are split into two main schools 
regarding cyberbullying: (i) the ‘new phenomenon’ approach and (ii) the ‘conservative’ 
school.13 Dan Olweus, who created the first scientific bullying definition, represents the latter. 
According to him, there is no necessity for different intervention and handling of the 
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cyberbullying conduct, because the previous bullying approaches provide solutions for new 
ones as well.14 Members of the ‘new phenomenon’ school raise the point that due to the 
virtual environment, bullying and cyberbullying are different from each other in several 
elements, like the question of anonymity and a potentially wider audience,15 as well as the 
changed role of repetitiveness (one action could constitute cyberbullying, but cannot realize 
bullying).16 Peter K. Smith and Ersilia Menesini represent this approach and argue with 
Olweus about his interpretation. The research of the present article followed the ‘new 
phenomenon’ approach and declares that including the term electronic into the already 
existing bullying definition is not appropriate, not enough, since the differences are not shown 
under such solution. Nonetheless, the biggest problem nowadays is the lack of a widely-
accepted definition, in particular, one, which takes into consideration academic literature and 
legislation as well.17 
 
In the next part of the paper the most frequently used elements of state cyberbullying laws 
within the US will be introduced, namely (i) substantial disruption; (ii) off-campus origin of 
the speech (iii) protect the victim’s physical integrity, and protect the property of the victim; 
(iv) creating a hostile educational environment, which deprives the victim of the educational 
benefits and services. Some of the state laws (Connecticut, Florida, Hawaii, Maine, 
Minnesota, Nevada, New Hampshire, New York, Oregon, Rhode Island, and Washington)18 
connect the bullying conduct to actual or perceived protected characteristics, such as race, 
color, sexual orientation, etc., but this article is not going to deal with these elements. 
 
I. 1. Substantial disruption 
The first issue to be analyzed is that of ‘substantial disruption’. This expression originates 
from Tinker, the landmark students’ freedom of speech decision of the Supreme Court of the 
United States (SCOTUS).19 According to this judgment, no speech causing substantial or 
material disruption or a reasonably foreseeable substantial disruption in the school 
environment deserves First Amendment protection. However, the content of this phrase is 
ambiguous and left school employees, students, parents, as well as academics and scholars 
with uncertainty.20 Usually, school officials are not aware of the boundaries of their authority 
when it comes to cyberbullying and curb the students’ freedom of speech without a valid legal 
basis according to a number of court judgments.21 
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Several circuit court decisions are based upon the substantial disruption test,22 and it can be 
concluded that few states realized that their legislature should implement this SCOTUS test 
into law, thus endorsing the unification of the legal terminology regarding cyberbullying and 
helping avoid unambiguity. As a result, 15 state laws included the substantial disruption test 
into their legislative definition.23 Moreover, 5 states proposed a bill to include the test, but 
failed to do so.24 
In conclusion, we can safely declare that 20 states - which explicitly refer to “cyberbullying” 
- use or have the intention to use the substantial disruption test. Therefore, it means that the 
substantial disruption approach represents an important concept to follow, thus the judicial 
and the legislative branch should tend towards each other even more in order to effectively 
tackle cyberbullying. 
 
I. 2. Off-campus origin 
Our second element, the off-campus origin of the speech, represents the greatest problem to 
be addressed. Before the Internet spread like a wildfire all over the globe, this issue did not 
pose any problems. During school hours, or at any school-sponsored or school-supervised 
event, traditional bullying was prohibited, and school employees exercised their authority to 
take actions to prevent or stop bullying. No speech originated outside the school premises was 
the school’s concern. Internet, Wi-Fi hotspots, and mobile Internet access, however, have 
completely changed the world. Students are online 24/7, and any action taken at home, in 
non-school hours could have a significant effect on the school environment. Students, who 
might be targeted by other students online, lost their safe haven, and do not have any place, 
where they can recover from the effects of the attacks. The most common scenario of 
aforesaid cyberbullying conduct is, if a student (cyberbully) attacks the target on any social 
media website or creates a group to the same effect, off-campus, during non-school hours. 
These bullies argue that such speech is protected by the First Amendment, and schools have 
no authority to curb their right to free speech (e.g. Kowalski)25. However, such actions of off-
campus origin could definitely cause ‘substantial disruption’ in the orderly operation of the 
school, and by virtue of this disruption, depriving the targeted students of their right to 
education and right to a safe educational environment. 
The crucial question regarding the off-campus origin of the speech is whether school 
employees have the authority to curb students’ speech, if it comes outside of the school 
premises. (The other three SCOTUS tests, Fraser26, Hazelwood,27 and Morse28 are applicable 
only to on-campus speech.)29 Hence, this question remains the focal point of great debate, and 
a good way would be to settle it, probably, to enact into law that bullying through the use of 
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technology or any electronic communication is considered as cyberbullying and prohibited 
despite its off-campus origin. 11 states provided for definitions according to this logic 30 and 
prohibited any non-school-related bullying activity through technology. Interestingly, 4 other 
states31 proposed a bill to introduce this prohibition, but these remained unsuccessful. 
An important feature should be mentioned here that 10 out of these 11 states (except 
Delaware) connected the off-campus origin of the speech to substantial disruption in the 
orderly operation of the school. Accordingly, an off-campus speech could be prohibited only 
if it caused substantial disruption in the school environment. This logic leads us back to 
Tinker and supports the approach that only Tinker is applicable to off-campus speech.32 At 
this point, we can conclude that the US court jurisprudence and state legislation are on the 
same page. However, we should keep in mind that only 11 states out of 27 enacted such laws, 
i.e. the majority remained reluctant to consider judicial practice as a source of statutory law in 
this respect. This legislative attitude increases uncertainty and ambiguity in the field of 
cyberbullying. Therefore, the approach of these 11 states is the desirable one to handle 
cyberbullying of off-campus origin. 
 
I.3. Protection of the students’ physical integrity and property 
The foregoing two elements were implemented from SCOTUS and lower court decisions; 
however, the third one, namely the ‘protection of the students' physical integrity and their 
property’ was not mentioned in any SCOTUS landmark judgments, like Tinker, Fraser, 
Hazelwood, Morse. Neither was this element called on in circuit court decisions, such as 
Layshock,33 Kowalski or Snyder34. No courts have raised this issue in their jurisprudence, but 
legislators still found this element highly important. It should be emphasized here that the 
protection of physical integrity and property could be considered as separate elements, 
because they are protecting various student rights. However, I found it highly interesting and 
important to connect these two prongs into one legislative element, because bullying conduct, 
which endangers any of these two prongs, usually, jeopardizes the other one as well. 
Therefore, the analysis will continue accordingly, merging these two prongs into one element. 
The research realized that 23 state laws out of 27 found that causing physical harm to a 
student constitutes bullying conduct.35 It is an interesting fact that only 20 out of these 23 
states protect the students’ property as well, and evaluate the harm of the targeted student’s 
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property as bullying conduct. Accordingly, if we connect the protection of physical integrity 
and property as the third element of a working definition for cyberbullying, we can conclude 
that the remaining 3 states (Michigan, New York, and Virginia) should adopt such legislation, 
which defines harm to the student’s property as bullying conduct. Therefore, it worth 
highlighting that in 2 states out of these 3 (Michigan and New York) bills were proposed to 
amend current state laws,36 and therein the element of harm to the victim’s property classified 
as bullying conduct. Only Virginia remains reluctant to extend its cyberbullying definition in 
this aspect, and include the protection of the students’ property therein. Hereby should be 
mentioned that some states proposed bills in order to include one of the two prongs of this 
element, but all of them have failed. For instance, Kentucky, North Dakota and Pennsylvania 
wanted to add both to their current cyberbullying definition,37 and Nebraska would also like to 
include the protection of physical integrity into its definition,38 but all of these attempts have 
remained unsuccessful. However, it should be noted here that none of these four states have 
the term “cyberbullying” in their current law, accordingly, it was intended to be introduced 
with the bills that have failed to pass by legislation so far. 
At this point, it should be highlighted that the collision between the freedom of speech and the 
right to safe educational environment stands in the focal point of the discussion in US 
cyberbullying jurisprudence. Usually, the targeted student is not placed in reasonable fear of 
bodily harm or damage to his/her property, but, of course, could be. Furthermore, any 
bullying conduct could cause such harm or damage, thus any decision to include this element 
into a working definition of cyberbullying would be a testament to legislative wisdom and 
foresight. For instance, if a student is targeted on a social media website, and one comment 
says „you better not to come to school tomorrow”, this situation could place a student in a 
reasonable fear of physical harm or property damage being caused to him/her. 
Keep in mind that state laws do not only evaluate actual physical harm or property damage as 
bullying conduct, but they also account for any reasonable fear of such occurrences. This 
represents a subjective legislative assessment regarding the feelings of the victim, but it is 
nonetheless necessary, because the main goal of cyberbullying is to create a power imbalance 
between the perpetrator and the victim.39 Therefore, any bullying conduct reaches its goal, if 
the victim feels that the bully already has the “upper hand”. Moreover, “[t]he harm in 
bullying often depends on the impact on the victim and not on the content of the particular 
speech”.40 At this point, it should be highlighted as well that the analysis focused only on the 
physical integrity of students, but, as the quote suggests, the mental impacts and struggles are 
also significant. Victims are afraid to attend school and anxiety, depression will appear in 
their life due to bullying conduct. 41 Consequently, including the mental harm into a definition 
is essential, since bullying conduct could cause both physical and mental harm to the victim.42 
In conclusion, we could declare that this element constitutes an essential part of any 
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functional cyberbullying definition. Due to its inclusion, legislators protect the victims’ rights 
to physical and mental health and to property more effectively. 
 
I.4. Right to education and the right to a safe educational environment 
The present research paid special attention to the right to education and the right to a safe 
educational environment in accordance with victims’ testimonies in judgments. Victims were 
afraid to go to school due to off-campus, online bullying. This also means that they were 
deprived of the educational benefits and services offered by the school. Furthermore, one of 
the main signs that a student became a victim of cyberbullying is decreasing academic 
performance. In consequence, I focused on those provisions of state laws in the US, which 
protect the students’ right to education in any form. As a result, I discovered that 21 states 
find the creation of a hostile educational environment or the deprivation of the student of the 
benefits and services of the school as bullying conduct. 3 more states (Kentucky, North 
Dakota and Pennsylvania)43 proposed bills to include this element into their cyberbullying 
definition. (Keep in mind, however, that these three states do not refer to “cyberbullying” per 
se in their laws.) This fact shows us that the legislators are more concerned about the physical 
integrity of the students (23 states prohibit such conduct) than anything else, including the 
right to education. Naturally, the difference seems very small (2 states), but it is nonetheless 
still remarkable. 
As I mentioned above, this paper construes cyberbullying as a school phenomenon, so the 
research focus is limited to students under the age of 18, who are not university students. 
Taking into consideration that the US court judgments regarding cyberbullying first arose in 
the educational (school) context, it seems quite interesting that the right to education is not the 
most protected element by legislation. Moreover, some states openly refuse to address this 
issue. In my opinion, this element shall be included in any functional cyberbullying definition, 
because this represents the core of the problem. The greatest disadvantage caused by 
cyberbullying is that the victim feels him/herself vulnerable in the school environment and 
has no intention to spend more time there than necessary. In consequence, schools lose their 
foremost mission, namely to educate children and raise responsible citizens. 
 
II. The academic approach of a cyberbullying definition 
In the previous part, the legislative approach was introduced and the most prevalent US 
legislative elements were revealed. Moreover, the courts’ standpoints were mapped and 
explained as well, since the substantial disruption derives from Tinker, the other SCOTUS 
tests were also mentioned at the off-campus origin issue. Furthermore, it was declared that the 
courts are not dealing with the protection of students’ physical integrity or property, because 
the cases are focusing on the limits of First Amendment protection. Therefore, the legislative 
and case law approaches were already briefly analyzed, so now the academic standpoints will 
be further investigated. 
According to Dan Olweus, cyberbullying has the same characteristics as bullying, it is just 
another environment, a new tool to commit bullying. Pursuant to his standpoint, the essential 
elements have not changed since the 1980s, which are the intention, repetition and power 
imbalance.44 He defined cyberbullying as “bullying performed via electronic means such as 
mobile/cell phones or the internet.”45 
According to Patchin and Hinduja, cyberbullying is “willful and repeated harm inflicted 
through the use of computers, cell phones, and other electronic devices.”46 Furthermore, Peter 
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K. Smith, who represents the ’new phenomenon’ school, defines cyberbullying as follows: 
„an aggressive, intentional act carried out by a group or individual, using electronic forms of 
contact, repeatedly and over time against a victim who cannot easily defend him or herself.”47 
However, Smith highlights that this definition is nothing but „a straightforward adaptation of 
the Olweus definition...”48 In his argumentation, the new approach of repetition and power 
imbalance is emphasized, since the essence of these elements are different in the cyber world 
than it was in the offline environment. In addition to the abovementioned concepts, 
cyberbullying was also defined as „a clearly intentional aggression or hostile or harmful act 
carried out through an electronic device repeatedly over time by setting up an imbalance of 
powers between the aggressor and the victim.”49 
Countless academic concepts could be raised here from the US, Europe or Australia,50 but we 
can state that the generally acknowledged key elements of a cyberbullying definition are 
already delineated by the academic world. Some of these key points are: the conduct is always 
committed in the virtual world; often repetitive;51 offensive, intentional; causes power 
imbalance. 
Moreover, in 2016, the European Union conducted a study concerning cyberbullying to assess 
the already achieved milestones and developments of the Member States.52 Pursuant to this 
study, the most important elements of a cyberbullying concept were explored and the lack of a 
generally acknowledged, common definition was also emphasized.53 Consequently, the task to 
establish an official cyberbullying definition was vested in the European Commission.54 In 
order to resolve this crucial issue, the Commission organized the Safer Internet Day project as 
a first step in this way. In the framework of the project, the Commission adopted the 
following cyberbullying definition: „repeated verbal or psychological harassment carried out 
by an individual or group against other.” 55 Unfortunately, this definition is lacking several 
crucial elements, such as power imbalance,56 the issue of off-campus origin, etc. Moreover, 
harassment does not necessarily occur in every cyberbullying case, thus including harassment 
into a cyberbullying definition could misguide the whole concept. According to this paper’s 
point of view, cyberbullying should be defined as an umbrella term, which includes several 
conducts that constitute cyberbullying conduct, e.g. online harassment or sexting. Therefore, 
cyberbullying could occur without any harassment, for example, by sharing sexually explicit 
images about a classmate in a closed social media group. Such conduct would be evaluated as 
sexting (cyberbullying), but not as harassment. Moreover, harassment, in general, is a crime, 
but bullying is not illegal, as I have mentioned above. 
 
47 SMITH 2012, p. 555. 
48 SMITH 2012, p. 555. 
49 Del Rey, Rosario et al.: Structural validation and cross-cultural robustness of the European Cyberbullying 
Intervention Project Questionnaire, Computers in Human Behavior, Vol. 50., 2015, 141-147., p. 142. 
50 See PONGÓ 2017, pp. 27-35. 
51 The term ’often’ is significant, since it represents one of the key elements, which differentiate traditional 
bullying and cyberbullying. In case of cyberbullying a single act, a single transmisson could constitute 
cyberbullying conduct. See A/HRC/31/20, Office of the UN Special Representative of the Secretary-General on 
Violence against Children, ’Annual report’, 5 January 2016., p. 12., 61. 
52 Policy Department for Citizen’s Rights and Constitutional Affairs: Cyberbullying Among Young People, 
European Union, 2016 (hence EU study) 
53 EU study, p. 9., p. 19, p. 26. 
54 EU study, p. 10. 
55 EU study, p. 23. 
56 Even though the study mentioned power imbalance in the text, but the Commission did not include this key 
element into its cyberbullying definition. 
Nonetheless, under the study, the EU found the following elements also necessary regarding a 
cyberbullying concept: anonymity, the possibility of a wider audience, lack of sense of 
responsibility of perpetrators and the reluctance to report cyberbullying conduct.57 
In this brief introduction of the academic approaches, it could be discovered that even though 
the definitions as a whole are different in the academic world, but several key elements are 
identified. These are very similar both overseas and in the EU, so establishing a generally 
acknowledged, common cyberbullying definition does not seem an impossible mission in the 
close future. In my point of view, the different purposes and approaches represent the greatest 
obstacle in this process. A legislature’s point of view and methodology will always differ 
from a researcher’s one, not to mention the court’s procedural approach. However, the present 
paper provides a solution by introducing a complex cyberbullying definition, which includes 
the legislative, case law and academic perspectives as well. 
 
III. Conclusions 
The present article aimed to reveal the complexity of establishing a generally acknowledged 
cyberbullying definition. In the course of the research, some of the key elements of the US 
legislative concepts were mapped, but these are inconsistent with some of the academic terms. 
The issue became more complex, if we add the courts’ perspective into this definitional 
problem. 
Therefore, first, I examined every US state-level cyberbullying definition found in anti-
bullying laws, and narrowed down the research focus to those 27 states, which expressis 
verbis use the term of cyberbullying. As a result of such examination, I identified several key 
elements, which I introduced and considered to include into or exclude from a cyberbullying 
concept. Such cluster-analysis shed light that there is a dissent among the legislators, like 
among scholars, regarding the definition. Certain elements, like harm to the right to physical 
integrity or property, or the right to education are under the general protection of the law, but 
no single definition exists, which includes all the identified key elements. There is a concern, 
but the cooperation between legislators and scholars were also revealed in some points. For 
instance, the role of power imbalance, which is a crucial element in the academic literature 
(without it we cannot even talk about cyberbullying at all), has low importance in legislation. 
Such less significant role of power imbalance in legislation is proven if we explore that only 6 
out of the examined 27 states included this element into their definitions, and Nevada erased 
this component from its effective definition of cyberbullying.58 
Therefore, taking academic literature, legislative solutions, and case law into consideration, 
the present research provides the following complex cyberbullying definition: 
 
An intentional, single or repeated conduct, committed by or against a student or school 
employee, through electronic device, and it attempts to cause power imbalance and 
established any of the followings: 
a) causes physical or mental harm or damage property, or the occurrence of any of these is 
reasonably foreseeable; or 
b) creates a hostile educational environment, or deprives the services, benefits or possibilities 
provided by the school. 
The school has a legal ground on curtailing the student’s freedom of speech: 
a) in school, during school hours; 
b) at any event, program supervised, supported, organized by the school; 
 
57 EU study, p. 22. 
58 Nevada (SB 504) (2015) 
c) in the case of off-campus electronic speech, if the sufficient nexus between the school and 
the speech is established, and the speech caused substantial disruption in the school 
environment.59 
 
Such a definition includes the key elements of the abovementioned three perspectives, but 
some further explanation is needed. Repetition is an essential requirement in the case of 
traditional bullying, but the standpoints are split concerning cyberbullying. Both sides have 
support from scholars, 60,61 since cyberbullying could occur with one single move, e.g. upload 
a sexually explicit image, but it probably will be followed by comments and other reactions. 
However, the single act to upload the image starts the “online storm”, so this paper joins to 
that scientific approach, which considered that a single act could result in cyberbullying. 
Furthermore, the protection of physical, mental health and the property originates from the 
legislative perspective, but the issue of off-campus origin and its solution derives from the 
case law solutions. 
In summary, this complex cyberbullying definition intends to provide a concept that could be 
used by legislators, judges, scholars as well to promote a unified, coherent perception and 
understanding about the question: what do we call cyberbullying? Since Hungary has no anti-
bullying law or any nationwide applied anti-bullying program, this definition also offers a 
solution for future Hungarian legislation. 
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